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18th January 2017

Dear Parents / Carers

Re: Childrens Safeguarding / Internet & Online Safety

You have received this letter in support of an assembly which has been, or will be, delivered to all pupils at your child’s school.

We hope to garner your support, which we feel is critical in effectively addressing the issue of internet and online safety.
In recent weeks, there have been a number of incidents across Cardiff, and in other parts of the UK, involving school-children, who have become involved in online incidents which have compromised them.

We wish to reassure you that all appropriate steps have been taken to ensure these individual matters have been dealt with appropriately, and the appropriate next of kin, of those individuals involved, have been advised
We do not wish to alarm you, however is pertinent to advise that we have received complaints about the misuse of what are indecent images online, of school children, by school children, in the Cardiff area.
Our aim is to ensure that we prevent young people from committing online crimes and compromising their personal safety and integrity. Legislation is in place to protect them, but indeed their own activities which involve sharing images could mean they are falling foul of legislation in the UK, and offences are being committed in the process.  

Over the coming weeks, SWP will be visiting high schools across the City of Cardiff to advise pupils about safe internet use and highlight the risks associated with the sharing of personal images through social networking sites.
Parents and carers of children should continually monitor their child’s use of the internet by ensuring that all internet enabled devices are regularly checked and that parental controls are in place.  

Some measures you can take include:-

· If possible, keep the computer in a family room – this way they are less likely to act inappropriately.

· Remember – social networking sites such as Facebook and Instagram, all have age restrictions.  Please check what age restrictions apply before allowing your child to open an account…..no matter how many of their friends may already have them.
· Add yourself as a ‘friend’ or ‘follower’ to your child’s account.  With your presence, and visibility on their account – again their actions are less likely to be inappropriate.
· Ensure that your child receives, and understands the message, that they should never give any personal details to online friends – address / phone numbers/ dates of birth and photographs.
· Many of the social networking sites have Direct Messaging facilities contained.  So, for example, on Instagram – as a follower, you will see the posts made by your child, and you can check who they are following and who follows them – however you cannot see what personal direct messaging conversations are taking place.  For this you would have to physically check their account, on their device.  Similarly, with Facebook, there is the messenger service, which again, you would not be able to see as a ‘friend’.
· Emails – if your child receives spam or junk emails and texts, remind them never to believe the content / reply to them, or use them.  Remember, never open files you have received from people you do not know.

Encourage an open dialogue with your child, in order to reassure them that it is never too late to confide in someone, if something they have seen or done, has made them feel uncomfortable.

Some useful information can be found via the following links:-

Get Safe Online – a Free Expert Advice site - https://www.getsafeonline.org/
NSPCC – Online Safety - https://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/online-safety/parental-controls/
The Lucy Faithfull Foundation :-  http://www.parentsprotect.co.uk/files/Parents%20Pack_Whats%20the%20problem_11Mar2015.pdf
www.Schoolbeat.org 

www.saferinternetday.org.uk
Another Application, which is available for download, is ‘Kids Media’ which allows a parent or carer, to check the suitability of Films / TV Shows / Games / Social Networking platforms and Apps, for any particular age-group.

If you have any concerns regarding these issues, please contact 999 in an emergency and 101 for non-emergency reports.

Thank you for your assistance and co-operation in this matter.
Police Sergeant 4264 KAREN MCNEIL 

Community Safety Sergeant

